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eXpress Release Notes v1.3.74

Pyros® eXpress Software supports all of the quantitative endotoxin and glucan detection assays
from Associates of Cape Cod, Inc. (ACC), and allows users to quickly and efficiently test in a Quality
Control environment. The Pyros® eXpress Software provides greater flexibility and versatility in the
laboratory allowing you to work smarter and faster while maintaining regulatory compliance. Pyros®
eXpress Software meets 21CFR Part 11 technical requirements for electronic records, signatures,
audit trails as well as US and EU data integrity expectations.

Version 1.3.74
Fixed Issues

e Resolved a security vulnerability that could allow authenticated users with local access to elevate
privileges within the application.

CVSS Vector: CVSS:4.0/AV:L/AC:L/AT:N/PR:L/U:N/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N
CVSS v4.0 Score: 8.4

e Strengthened authentication controls by increasing the minimum password length requirement for
application-managed accounts.

e Improved error handling and communication robustness when interfacing with the Pyros Kinetix®
Flex reader.

o Implemented additional updates to enhance overall system stability, reliability, and security.

e Removed MVC from the calculator when using units of EU/device
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